
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

GDPR 
Robust Security Posture 
 

Much has been written about the new GDPR regulations that come into force this May. Organisations that process 

personal data have a legal requirement to protect an individuals’ privacy and secure their data. Providing adequate 

safeguards, mitigating against data loss and implementing disaster recovery plans are key components that need 

to be addressed. 
 

Whilst no-one can guarantee complete information security, organisations need to reduce their risk of a possible 

data breach and ensure they have adequate plans in place to ensure business continuity. Determining how GDPR 

compliant or ready an organisation is, requires companies to look at their current processes and procedures, and 

ensure they have adequate cyber security protection and detection in place. 
 

The six pillar robust security posture detailed below will cover cyber security requirements within networks 

and provide best of breed technology solutions to mitigate the risk against cyberattacks and threats. 

Genesis works alongside an excellent portfolio of security vendors and can provide solutions that cover six 

security pillars relevant to GDPR compliance: 

 

1. Protecting the perimeter with next generation firewalls 

2. Securing the end point 

3. Deploying encryption 

4. Ensuring e-mail security 

5. Facilitating secure remote access 

6. Providing disaster recovery 
 

Working together, Genesis can help prepare your business for GDPR 
 

For further information or to arrange a discussion about your GDPR requirements; 

 

Call: 01482 210999 

Email: info@genesisIT.co.uk 

Visit: www.genesisIT.co.uk 



 

 

 

 

 

 

 

 
Perimeter 

 SonicWall next generation firewall and award winning network security 

solutions, designed to stop ransomware, phishing and encrypted 

attacks. Prevent Zero Day Attacks with SonicWall Capture technology 

and their world wide GRID backup. 

 
 

End Point 

 Sophos’ Endpoint Security suites can be deployed via on premise or 

cloud and provide protection against malware and advanced threats. 

Policy enforcement can be implemented with ease via the management 

console to provide Peripheral Control and Data Loss Prevention, as well 

as web and Application Control. 

 

 

 

Encryption 

 

       

Centralised device, mobile, file and folder protection through Endpoint 

Encryption provides data safety on devices whether they are on your 

corporate network or not. 

 Email Encryption service provides authenticated routing and AES 

encryption of stored email as an additional level of security to the 

Hosted Email Security suite. 

 Backup encryption either locally or cloud based with solutions from 

BackupAssist, Acronis and Microsoft to suit requirements of any size. 

 
Email  

Security 

 Hosted Email Security Suite provides cloud based protection from 

inbound and outbound threats including ransomware, phishing, 

business email compromise (BEC), spoofing and more. Optional Email 

Encryption and Capture (Zero Day) Threat protection utilising multi 

engine sandbox technology. 

 

 
 

Secure 

Access 

 Mobile and remote office secure connectivity with best in class SSL 

VPN, per app VPN, device authorisation and single sign on. Secure 

Mobile Access (SMA) provides centralised management of appliances 

and applications. 
     

      

Use two factor authentication to provide an extra level of security for 

VPN, Remote, Desktop, Office 365 and applications using token or 

push notification.  

 

Disaster 

Recovery 

 On premise and cloud based solutions to enable full Disaster Recovery 

implementation with recovery on premise or cloud based. 

 Microsoft Azure Recovery Service provides the ability to fail over to a 

virtual server ensuring a minimised Return to Operations (RTO) time. 

Genesis Business Systems has an excellent portfolio of security vendors and solutions 

that cover six security pillars relevant to GDPR compliance: 
 

1. Protecting the perimeter with next generation firewalls: SonicWall 

2. Securing the end point: Sophos 

3. Deploying encryption: ESET, Sophos and Backup Assist 

4. Ensuring e-mail security: SonicWall 

5. Facilitating secure access: SonicWall and ESET 

6. Providing disaster recovery: Acronis and Windows Azure 

 

Working together, Genesis can help prepare your business for GDPR 
 

For further information or to arrange a discussion about your GDPR requirements; 

 

Call: 01482 210999 

Email: info@genesisIT.co.uk 

Visit: www.genesisIT.co.uk 

 


